CYBERBULLYING AND
SOCIAL MEDIA USE:
STRATEGIES FOR
PREVENTION AND
INTERVENTION

Stephanie S. Fredrick, Ph.D., NCSP

Assistant Professor, School Psychology

Associate Director, Alberti Center for Bullying Abuse Prevention
Graduate School of Education, University at Buffalo

University at Buffalo

Y8 | Alberti Center for
Bullying Abuse Prevention

Graduate School of Education




University at Buffalo

GB | Alberti Center for
Bullying Abuse Prevention

Graduate School of Education

Overview

 Overview of Cyberbullying

¢ Prevention and Intervention Strategies for Youth,
Families, and Young Adults

*» Resources
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What is Cyberbullying?

* Aggressive behavior through electronic
or digital media that occurs between
two (or more) individuals in which there
Is a power dynamic, is repeated or
has a high likelihood of being
repeated, and the victim/target feels
distressed as a result of the behavior

% How meaningful is this definition?

/

% What is the perspective of the victim?

Englander et al., 2017; Patchin & Hinduja, 2006; Ybarra et al., 2014
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Prevalence Rates

15% to 35% of adolescents (ages 12-17) report experiencing
cyberbullying

12% to 15% of adolescent (ages 12-17) report engaging in
cyberbullying

10% to 27% of young adults report experiencing cyberbullying

s INCrease in rates of cyberbullying over past five years —

CDC 2019; Cyberbullying Research Center, 2019; Modecki et al., 2014; Selkie et al., 2015
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Cyberbullying and Mental/Behavioral Health

s Are mental health difficulties a predictor or outcome of
cyberbullying? Or both?

Depression, Cyber

Anxiety, Behavior Victimization
Problems

Ansary, 2020; Camerini et al., 2020; Chu et al., 2019; Fredrick et al., 2020; Holfeld & Mishna, 2019; Rose & Tynes, 2015
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Cyberbullying and Technology/Social Media Use

< Where does cyberbullying occur?

&

L)

> Increase in cyberbullying coincides with increased media
use and autonomy with devices

< 50% of 8 to 12-year-olds == 26% of 12+

L)

&

< The relationship between cyberbullying and screen
media use is incredibly complex and more research is
needed

< Quality vs. Quantity

Chang et al., 2015; Craig et al., 2020; Hamm et al., 2015; Kircaburun et al., 2019; Muller et al., 2018; Zhai et al., 2019
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Low
Reporting

Ansary, 2020

Low Adult

Supervision

Cyberbullying

Low
Bystander
Intervention
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Cyberbullying Prevention Tips for Students
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Keep privacy settings high on all accounts

Don’t share password with anyone
< Change password frequently

Don’t share information
< Be smart and responsible (just as you would in person)

Interact only with people you know (if possible)

Use the “off” switch
< Do not respond to upsetting posts or communications
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Cyberbullying Prevention Tips for Parents and Families

< Stay up to date on latest apps and social media platforms

Common Sense Media Parent Guides
https://www.commonsensemedia.org/parents-ultimate-quides

Internet Matters Apps Guide
https://www.internetmatters.org/resources/apps-quide/

Cyberbullying Research Center: Most Popular Social Media
Apps
https://cyberbullying.org/most-popular-social-media-apps



https://www.commonsensemedia.org/parents-ultimate-guides
https://www.internetmatters.org/resources/apps-guide/
https://cyberbullying.org/most-popular-social-media-apps
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Cyberbullying Prevention Tips for Parents and Families

< Try to have open conversations early and often
< Provide thoughtful, guiding principals about appropriate media use

Cyberbullying Research Center Guides

https://cyberbullying.org/questions-parents-should-ask-their-children-
about-technology

https://cyberbullying.org/cyberbullying-scripts-for-parents-to-promote-
dialog-and-discussion

Children and Screens

https://www.childrenandscreens.com/media/press-releases/its-not-
funny-how-to-talk-with-kids-about-online-meanness-and-cyberbullying/


https://cyberbullying.org/questions-parents-should-ask-their-children-about-technology
https://cyberbullying.org/cyberbullying-scripts-for-parents-to-promote-dialog-and-discussion
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Cyberbullying Prevention Tips for Parents and Families

.0

*» Be prepared and have a plan: what should your child do if they
experience or withess cyberbullying?
< Document
< Support

<+ Report

Connect Safely (how to report cyberbullying)
https://www.connectsafely.org/abuse-and-privacy

***Make sure they know their devices won't be taken away if they
tell an adult*™**

https://cyberbullying.org/resources/parents


https://www.connectsafely.org/abuse-and-privacy
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CYBERBULLYING
INTERVENTION

How should we respond?
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What should | do if | experience cyberbullying?

» Save evidence (screenshot, print)
» Take a break

» Block or mute the person

» Tell someone

* Report the incident

Cyberbullying Research Center, 2020
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What should | do if | someone else is experiencing
cyberbullying?

’0

» Don’'tjoinin
< Don’t pass or share content

» Tell the person to stop or knock it off

» Check in with the victim and provide support

Cyberbullying Research Center, 2020
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Youth Voice Project (nixon & pavis, 2013)
< What is the most helpful response by an adult (from youth

perspective)?
Adults made it better by: Adults made it worse by saying:
Listening Stop tattling
Checking in Solve it yourself
Giving advice If you act different, it won't

happen to you

https://njbullying.org/documents/YVPMarch2010.pdf



https://njbullying.org/documents/YVPMarch2010.pdf
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Effective Strategies Reported By 9- to 12-year-olds

< Blocking the person (60%)

< Telling a parent (51%)

< Ignoring the person (43%)

< Reporting it to the website/app (30%)

< Walking away/taking a break from device (30%)

< Telling school (12%)

< Talking to the person doing the cyberbullying (11%)
< Nothing worked (2%)

Cyberbullying Research Center, 2020
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Supporting the Victim

\/
0’0

>

LISTEN and find out more
< “Tell me what happened”

SUPPORT
< Empathize with their feelings

> “That must have very scary for you’
< Try not to minimize

< 1)
%

PROBLEM-SOLVE
<+ Let them take the lead
< Know there is no single quick fix



University at Buffalo

GB | Alberti Center for
Bullying Abuse Prevention

Graduate School of Education

RESOURCES




University at Buffalo

GB | Alberti Center for
Bullying Abuse Prevention

Graduate School of Education

Access resources to learn about bullying, harassment, and strategies for
intervening at: http://ed.buffalo.edu/alberti/resources
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Other Resources

Cyberbullying Research Center
https://cyberbullying.org/

Common Sense Media
https://www.commonsensemedia.org/

Common Sense Education (Digital citizenship curriculum)
https://www.commonsense.org/education/

Stop Bullying.gov
www.stopbullying.gov

Pacer’s National Bullying Prevention Center
https://www.pacer.org/bullying/

Take Back the Tech
https://www.takebackthetech.net/

Children and Screens
https://www.childrenandscreens.com/



https://cyberbullying.org/
https://www.commonsensemedia.org/
https://www.commonsense.org/education/
http://www.stopbullying.gov/
https://www.pacer.org/bullying/
https://www.takebackthetech.net/
https://www.childrenandscreens.com/

STAY
CONNECTED!

@UBBullyPrevCtr
@UB_BullyPrevCitr

UB Alberti Center for
Bullying Abuse
Prevention

@alberticenter

u @UBBullyPrevCitr
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Thank you!
Questions?

Stephanie S. Fredrick, Ph.D., NCSP
Associate Director, Alberti Center for
Bullying Abuse Prevention

Assistant Professor, School Psychology
Graduate School of Education
University at Buffalo, State University of
New York

ssfredri@buffalo.edu
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e Awareness — basic |

evel — to focus attention

* Traming — mtermediate level — to produce relevant
and needed skills and competency

* Education — highest level — to integrate all skills and
competencies mto a common body of knowledge,
adding a multidisciplinary study of concepts, issues,

and prmciples



The New York State K-12 Computer Science
and Digital Fluency Learning Standards
(Full Implementation by September 2024)



* Students create PSAs on online safety and cyberbullying to
include in district/school newsletters/newspaper or make
posters to put up in the school.

* Students work 1n collaborative groups to create action plans
to decrease instances of cyberbullying among teens.

* Students create an individual action plan on how they would
prevent multiple types of cyberbullying and/or a compromise
of their digital i1dentity.



Facebook Terms of Service



Facebook Bullying Prevention Hub



* Various criminal specialists can solicit one

another to form diversified organizations that

resemble legitimate corporations and allow

them commit crimes more €

(S,

1ciently.

* Crime networks exist to ensure that members

are not ripped off and entitled to bigger profits.



* If the victim does not pay the ransom, the
perpetrators would leak a small part of the
sensitive data (possibly censored) to increase the
pressure and might even request higher amount
of ransom.

* If the victim still does not pay the ransom, the
perpetrators would leak/sell all sensitive datato a
leak site, with the majority of leak sites hosted on

the dark web.



Cyberbullying Trend: Hacking as a Service



Cyberbullying Trend: Cyberbullying Protection
Offered by Insurance Companies
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Children’s online security and privacy

P. Manotipya and K. Ghazinour. Children’s Online Privacy From Parents’ Perspective. The 11th International Conference on Emerging Ubiquitous
Systems and Pervasive Networks (EUSPN-2020), Portugal, 8 pages.



NYS Digital Fluency Guidelines

How do we teach people to be safe in cyberspace?

- Textbooks?
- Lectures?
- Videos...?



Phishing Attacks - mail

- Never seen before!



Phishing Attacks — text msg



Phishing Attacks — social media



Phishing Attacks — email

- Anti-spam filters don’t always work!



Teaching Security and Privacy Pragmatism

* We have been talking™® to teachers, parents, and students. They say:
* Let them try and figure out
* Don’t preach them
* Motivate and engage them to learn
* Give them real-world examples

*Supported by the National Science Foundation ICorps Grant, #2124827



DIGITAL-PASS*

* Patent-pending



Digital-PASS Control Modules

Digital-PASS

Simulation
Module

Topic/Scenario

Student/Staff Feedback



Digital-PASS

- 6 years of continuous development
- Tested by students from different background
- Highly admired by the students

“If | changed my password, watched what | was
posting, and read over messages before accepting

| was safe and gained followers. Overall, | enjoyed
the game and think it did a good job at teaching me
the risk of posting on social media”

K. Ghazinour, K. Messner, S. Scarnecchia, D. Selinger. (2019) A simulation-based approach to privacy education.
In the proceedings of the ACM Conference on Computer and Communication Security (CCS). November 2019, London, UK. 12 pages.

K. Ghazinour, S. Scarnecchia, J. Rabideau, B. Pecore. (2020) A Novel Approach to Social Media Privacy Education Through Simulated Role Reversal. In the proceedings of;the 11th
International Conference on Emerging Ubiquitous Systems and Pervasive Networks (EUSPN-2020). Portugal, 12 pages



Why it works?

Case-studies show +30% increase in students’ awareness
No Personal Identifiable Information (Pll) is revealed.
Students compete to win

Learn from their mistakes

Interact in a realistic environment



Thank you! Questions? ©

- We want to hear from you!

- Let’s chat for 15 mins.
Dr. Kambiz Ghazinour

www.ghazinour.com

- Please send us an email
ghazinourk@canton.edu

Follow us: @DrGhazinour




WHAT’S HAPPENING, WHAT TO DO, AND
WHAT WE CAN DO

DYLAN BRADLEY

CYBERSECURITY PANEL, FRIDAY 4/30/2021
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THANK YOU!

DYLAN BRADLEY
BRADL1 ANTON.ED

MEMBER, ADVANCED INFORMATION SECURITY AND PRIVACY (AISP) RESEARCH LAB
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* Effects of Cyberbullying

* Depression, Anxiety, Isolation, Anger

* Interventions

* Prevention, Intervening

* 10 Tips for Online Mental Health



EFFECTS OF CYBERBULLYING

* Effect: Depression

* What it might look:

Change in sleep (sleeps all the time, sleeps less)

Mood swings (increased frequency and intensity)

Change in eating patterns (more picky, eats more or less than usual)
General sadness (no specific reason why sad)

Sudden or significant change in academic performance

Decrease in self-esteem or self-confidence (dresses differently)

Loss of interests in extracurricular activities



EFFECTS OF CYBERBULLYING

* Effect: Anxiety

* What it might look:

Reluctant to go to school or work

Worries about everything

Onset of panic attacks

Trouble sleeping or falling asleep, nightmares
Complaints of stomach aches, vomiting, and/or diarrhea
Feels the need or starts carrying a weapon

Preoccupation with a particular app



EFFECTS OF CYBERBULLYING

* Effect: Isolation

* What it might look:
* Invites fewer friends over
* Spends less time on phone
* Prefers to be alone
* Doesn’t talk about day (“It’s fine”,“everything’s ok”)
* Skips classes, work shifts

* Declines or refuses to be in photos or gatherings



EFFECTS OF CYBERBULLYING

* Effect: Anger

* What it might look:
* Self harming behavior (punches wall, unexplained bruises, cutting)
* Unexplained outbursts towards supportive people

* Increasingly irritated

Displays bullying behavior

* Appears tense a significant amount of time



INTERVENTIONS

* Prevention
* Daily check-ins.Be present.
* Regular down time from phone/computer/gaming
* Modeling positive behavior

* Talk about appropriate behavior and content as well as potential consequences



INTERVENTIONS

* Intervening

* Ask questions and listen to responses about what is happening

Notice changes in mood and behaviors

* Be supportive

9 ¢¢:

* Be mindful of statements like “just ignore it,” “just block them,” or “play a different game”

Report cyberbullying to school and social media platforms

Seek additional services if needed (i.e. counseling)



10 TIPS FOR ONLINE MENTAL HEALTH

2)

Be mindful of what you are posting

* Nothing is completely deleted from the

internet

Have a balanced support system

* Online friends are great but who do you
talk to when the power goes out or

their cellphone dies?

3)

4)

Maintain a variety of interests

= You're a master gamer, what else are you

good at!

Spend some time outside

= An Rx of nature lowers stress levels and
allows you to be more proficient in all

areas of your life.



10 TIPS FOR ONLINE MENTAL HEALTH

5) Be good to yourself
" Delete negative comments

= Know when to ask for help.

6) Get enough sleep

= Lack of sleep impairs judgement...what
you wouldn’t post at 6:00PM, you might
at 2:00AM

7)

8)

Choose being supportive over
judgmental

= More often than not, you get back what

you put out in the world

Exercise

= Physical health = mental health



10 TIPS FOR ONLINE MENTAL HEALTH

9) Educate yourself
= Be like the KGB, trust but verify.

|0) Be you

" Pretending to be something or someone

you're not is exhausting.



RESOURCES

“Cyberbullying Behavior: Identifying Signs in the Classroom” *  “The Real-Life Effects of Cyberbullying on Children”
e https://www.leaderinme.org/blog/cyberbullying-behavior-identifying-signs-in-the- *  https://lwww.verywellfamily.com/what-are-the-effects-of-cyberbullying-460558
classroom/

= 31 Tips to Boost Your Mental Health

EStabIIShmg Rules =  https://www.mhanational.org/3 | -tips-boost-your-mental-health

*  https://www.stopbullying.gov/cyberbullying/establishing-rules
= Critical Mental Health Resources for College Students

“How to Deal with ‘Haters’ * .
= https://www.onlinecolleges.net/for-students/mental-health-resources/

*  https://www.stopbullying.gov/cyberbullying/how-to-deal-with-haters
= Ten Things You Can Do for Your Mental Health

Prevent Cybe rbullyl ng = https://uhs.umich.edu/tenthings

*  https://www.stopbullying.gov/cyberbullying/prevention
*  Ways You Can Positively Use Social Media to Promote Mental Health

The PS)’ChO|Og)’ of Cyberbullylng =  https:/discoverymood.com/blog/ways-social-media-promote-mental-health/

e https://www.verywellmind.com/the-psychology-of-cyberbullying-50866 | 5



QUESTIONS

Contact;

Jim Sheppard, LMHC
sheppardj@canton.edu



